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ABSTRACT

The Internet of Things (10T) is a phenomenon that has swept through the world and affected
every industry in an incredible way. This is especially evident in the impact it has had on
healthcare. 10T has heralded an explosive use of technology in the healthcare industry,
manifesting in the form of tracking personal data, diagnosing illnesses, treating patients, and
more. While incorporating 10T in healthcare has shown marked benefits to the industry, these
benefits are counteracted by a critical issue that is affecting the industry as a whole: cyber
security. This paper will discuss the story of Michael Elliot, a hacker who discovered
vulnerabilities in loT-capable medical devices and subsequently, the value of medical data. In
addition, the paper will examine cyber security issues with 10T and the impact that this has had
on the healthcare industry. This paper will then discuss a solution using blockchain technology
to securing loT. Secure 0T technology would increase the amount of personal data available on
individuals, allowing healthcare providers to treat patients more efficiently.
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1. INTRODUCTION

It was another day at the office for Michael Elliot. He sat lazily in his man cave as he watched his technological
minions work. It had only taken until about early afternoon to utilize his botnet to send out thousands of
malicious emails. Elliot was not without money by any means, but it never hurt to begin working on next
week’s paycheck. It was not long before he began to receive feedback. Elliot smiled; this was good. It was time
to get to work. He began to run through the list of compromised systems before one caught his eyes. Apparently,
he had successfully gained access to Chippenham Hospital in Richmond, Virginia. It was an interesting find;
he had never hacked a hospital before. Cracking his knuckles, Elliot set to exploring. Interestingly enough, it
was easier to hack into the network than he had thought. Continuing his exploration, he realized that it was also
possible for him to hack into some of the medical devices. It was not long before Elliot realized that the
combination of the wireless communication and Internet connectivity needed for the software and network-
based transmission of the stored information of medical patients made medical devices more vulnerable to
cyber attacks [1]. It made Elliot curious; exactly how difficult was it to hack other systems in the hospital?

The next week, Elliot devoted his time to looking for backdoors into “magnetic resonance imaging
scanners, ultrasound equipment, ventilators, electroconvulsive therapy machines” and dozens of other
contraptions that had obvious vulnerabilities such as “defenseless operating systems and generic passwords
that could not be changed” [1]. It was incredible to Elliot. Hacking the medical devices was, for all intents and
purposes, very much like stealing candy from a baby. He discovered that he could hack into an infusion pump
and cause the machine to unload an entire vial of medication into a patient, all under the watchful eye of a
hospital staff who would not notice a thing [1]. Further exploration of the network showed Elliot that the
hospital was at least a decade behind the standard cyber security curve. Elliot could only shake his head in
disbelief; how could a hospital, of all things, allow itself to be so easily hackable?

Elliot’s curiosity deepened as he accessed a patient’s health data. The patient’s name was Jonah Pierce. It
gave a great deal of information on the patient including his name, personal address and even the social security
number. Elliot knew that Pierce’s social security number was valuable, but wondered how he could make a
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profit with the rest of the medical record. Over the next few days, Elliot discovered something amazing; a
stolen credit card sold for less than ten dollars on the Web’s black market, but the health data he had hacked
earned ten times more than that [1]. He stared at the huge amount of funds recently deposited into his bank
account and smiled. It looked like he was in business.

2. THE PROBLEM

It was many months later that Elliot realized that he was not the only one who had stumbled across the future
of hacking. It was in May of 2017, during some rare down time, that he read about WannaCry’s infamous
debut. WannaCry was a worldwide ransomware cyberattack that shut down 65 hospitals in the United
Kingdom, affecting computers, storage refrigerators and MRI machines [2]. Elliot frowned as he read the news.
It seemed that the importance of medical data had finally been discovered by the rest of the world. But
WannaCry was not the only attack against hospitals. A few months earlier, in January, Hollywood Presbyterian
Hospital in Los Angeles was forced to pay $17,000 to hackers after attackers took control of its computers [2].

Elliot could not help but shake his head as he read the words of cyber security expert, Josh Corman, on the
burgeoning phenomenon to attack hospitals. Corman said, “In between the bookends of Hollywood
Presbyterian Hospital and the 65 hospitals shut down in the U.K., we went from being prone and prey with no
predators to now a little blood in the water. Hospitals and healthcare went to the No. 1 targeted industry last
year, in less than one year ... so our relative obscurity is over” [2].

As the media focused on the issue, Elliot realized that there were people taking the threat of hackers
attacking healthcare organizations seriously, so much so that Dr. Jeff Tully and Dr. Christian Dameff organized
an exhibition at the University of Arizona Medical School in Phoenix to allow doctors, security experts and
government officials to witness the first-ever simulated hack of a hospital [2]. In their demonstration, Tully
and Dameff staged a “massive cyberhack at the medical school’s simulation center using three critical mock
patients, without the doctors involved in the simulation knowing what was about to happen” [2]. Not only did
one mock patient receive a simulated calcium channel overdose from a hacked beside infusion pump, but
another’s pacemaker was made to malfunction. Yet another mock patient’s insulin pump delivered an incorrect
dose. Elliot read that it was because of cases such as this that in 2013, Dick Cheney, the former Vice President
of the United States, revealed on television that he had the wireless capability on his pacemaker disabled [2].

At first, Elliot was worried about the measures being taken. Someone had finally realized how vulnerable
medical data was and was attempting to bring recognition to the lack of security and provide a solution to the
problem. Then, he thought about the hospital he had so easily hacked and relaxed. Even if they managed to
patch up a few vulnerabilities, it was unlikely that defenders would be able to adequately improve the security
of healthcare devices quickly and efficiently enough to keep him out. For the time being, there was nothing to
worry about.

3. THE INTERNET OF THINGS

Healthcare as an industry has seen incredible growth in the last few years. This is due to the explosive use of
technology in tracking personal data, diagnosing illnesses, and treating patients. This use of technology has
increased the amount of data available on individuals, allowing healthcare providers to more accurately and
effectively treat patients. This extensive technological movement that is sweeping through the healthcare
industry and beyond is called the Internet of Things (IoT). loT is a “phenomenon that allows seamless
interconnection of very small devices over Internet...” [3]. It is the ability of objects, extraordinary and
mundane, to connect to the Internet and share data. In healthcare, such items include electronic pacemakers,
biomedical sensors, and electronic patient tags [3].

While incorporating 10T in healthcare has shown marked benefits to the industry, these benefits are
counteracted by a critical issue that is affecting the industry as a whole and has exacerbated an old and
harrowing issue in healthcare: cyber security. The lack of adequate security for 10T in healthcare is particularly
important and debilitating as the value of personal health information has become common knowledge among
attackers. This is shown in the fact that personal health information has become the prime target of hackers,
like Michael Elliot, all over the world [3].

4. SECURING THE INTERNET OF THINGS

4.1 The Internet of Things Architecture
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There are few people who would disagree that 10T poses a problem to security, safety, and privacy, even a
hacker such as Michael Elliot. Though the usefulness of 10T is well-known, so are its security failures. To
make the issue even more complex, 10T systems often “have unique characteristics that are not found in
traditional 1T systems” [4]. This makes security training for 10T a very specific process. While such training is
available, it does not address the overarching lack of security in 10T devices. Security issues within the 10T-
based healthcare system include security for patient confidentiality; security that enables electronic health
records include authentication, data, and integrity; transmission security, and security in healthcare data access,
processing, and storage [5].

Due to its inherent architectural structure, mainly the fact that 10T devices and networks have limited
resources, there are major constraints to applying conventional security solutions to loT-based systems. Some
of these constraints include, but are not limited to, the fact that 10T devices are usually memory constrained,
which means that conventional schemes do not work for them; 10T devices usually use low data-rate radio
interfaces to communicate, which means traditional security measures cannot be applied to them because of
the low bandwidth; and the fact that an “loT milieu compromises different types of devices ranging from PCs
to RFID tags and a wide range of wireless protocols such as WiFi, Zigbee and Z-Wave” [6]. It is difficult to
find a solution that accommaodates the sheer diversity of 10T devices with the security solutions available today.

4.2 Building the Chain

A solution has been proposed in the form of blockchain technology. Created due to a need for an efficient,
cost-effective, reliable and secure system for recording and conducting transactions, blockchain “is a list of
transactions, grouped into blocks and shared with members within a network” [5] and uses, “public-key
cryptography to sign transactions among parties” [6]. In blockchains, data is stored on a shared, distributed
ledger in which identical copies of the data is shared on multiple computers or on nodes in a network [7].
Through peer-to-peer sharing and replication, blockchain technology allows participants to share a ledger that
updates with every transaction. Through a process called consensus, this peer-to-peer process ensures that
changes to the data by any member in the network has the approval of every other member in the group. Every
change, event or transaction is time-stamped and unchangeable after this process, making blockchain
trustworthy and reliable.

From a security standpoint, “the main drawback of 10T applications and platforms is their reliance on a
centralized cloud. A decentralized, blockchain-based approach would overcome many of the problems
associated with the centralized cloud approach” [6]. Typically, the 10T architecture is such that 10T devices are
identified, authenticated and connected through cloud servers. This centralized cloud model is susceptible to
manipulation. The lack of a centralized entity will allow devices to communicate securely and exchange value
with each other by executing actions automatically through smart contracts [6]. In addition, decentralized
access and immutability means that malicious actions can be detected and prevented. Also, because devices
are interlocked in the blockchain architecture, if a device’s updates are breached by hackers like Michael Elliot,
then the system automatically rejects it.

In the healthcare industry, blockchain technology can be applied “in the context of research, clinical trials,
and [population health management] PHM” [7]. If implemented properly, blockchain could fundamentally
change how healthcare data is created, stored, shared and protected. Blockchain technology can further aid in
data security for patient medical records by disseminating the storage of “data among patients and their
healthcare providers in distributed ledgers” significantly reducing the risk of data breaches [7].

5. CONCLUSIONS

In conclusion, hackers like Michael Elliot have identified the value of medical data and now seeks after it
rigorously. The benefits of securing 10T in healthcare are critical and include protecting patients, decreasing
the likelihood of the theft of health information and increasing the efficiency of healthcare providers. The lack
of security in 10T is a dark cloud that overshadows the incredible gains the healthcare industry has elicited by
using 10T devices. Though the inherent architecture of the Internet of Things makes it insecure, blockchain
technology is a solution that can help ensure that information is secure in the healthcare industry.

Securing 10T in healthcare will change the industry for the better. It will protect patients from having their
personal information sold without their consent or knowledge to third parties who would use it for ill and will
reduce the chances of identity threat due to the hacking of critical medical data. It will also allow healthcare
providers to do their jobs without fear that they will be penalized for technological lapses and data breaches,
including the legal and social consequences that follow. With the securing of 10T in healthcare, doctors can
move forward with using 10T devices and can gain all the benefits that it affords such as improved outcomes
of treatment.
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Abstract

The adoption of Cloud Computing has extensively
changed the way organizations run their businesses. It
eases the way and helped connect the world into one
expansive marketplace. Moreover, Internet of Things
(IoT) has practically taken many industries around the
world that made connectivity options by internet,
share information using cloud services that is rising
significantly. The interconnected devices
in cloud provides the required connectivity to share
information  between them. Although cloud
computing has an immense benefit in terms of
flexibility, economic savings, and support of new
services, its enabled computational resources and
services to be used and those different interconnected
devises are exposed to serious cyber threats. These
threats are getting more sophisticated and complex in
nature. This paper will discuss the potential impacts of
the existing IOT security threats and its challenges on
cloud computing by reviewing and researching
current survey on IoT Cloud services, and finally
proposes a recommendation to mitigate cyber threats
against drones and its susceptible interconnected
devices.

Key words | IoT | IoT Security | Cloud
Computing | Drones Security | Cloud Security

1. INTRODUCTION:

With the promise of rising efficiency and
connectivity, the adoption of Internet of Things (IoT)
is rapidly and inevitably spreading in our society.
Although the number of “things” has strongly been
increasing over the past few years, statistics predict an
even further growth in the future with over 20.4 billion
IoT connected devices in 2020 according to
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the IT research and advisory firm Gartner [1]. Indeed,
this growth will bring opportunities together with
challenges, and the massive introduction of this
technology will need to be managed by several points
of views such as legal, social, business-wise and of
course technological [2].

The IoT (Network of connected physical devices)
applications offer new and innovative ways to
organizations, to manage and monitor remote
operations from industrial automation to home area
networks to smart buildings, pervasive healthcare and
smart transportation [2]. It allows having eyes and ears
in remote places, constantly feeding applications and
data stores with information. The low cost of “things”
allows observing and managing activities that were
previously out of reach. With the Internet of things, it
is also possible to collect information about events
that were once invisible, such as correlating weather
patterns with industrial production. For instance,
Leveraging the ongoing loT revolution, drones have
experienced accelerated transformation in their use
from being hobbyist toys to complex [oT devices.
Furthermore, the rollout of 5G technology is expected
to enhance the ability of drones to react to commands
in real time enabling instant feedback. This is
expected to increase their capabilities and
performance. Drones increase efficiency and
productivity while reducing workload and costs. This
factor makes them an invaluable addition to various
sectors[4].

Intelligent drones are also expected to change how
deliveries are made. Where other modes of transport
are not viable, drones will come in handy. This will
reduce challenges associated with delivering relief
and medical supplies in disasters and emergency
situations. A pilot project has already taken off in
Rwanda with medical supplies supplied to remote



hospitals using drones. Drones are also expected to
change responses to emergencies. Apart from
performing visual searches and sending feedback,
drones will also be able to work together and build
temporary shelters for the survivors. This will be
enabled by advancements in technologies such as 3D
printing using additive building manufacturing
technology. In addition, drones are also going to be
used to help firefighters determine exact locations of
a fire as well as locating injured people. Police will
use the intelligent drones to spot violent behavior and
release tear gas or pepper spray to disperse crowds [3].

2. Literature review

Nowadays, Cloud computing is a well-known
paradigm. However, for the sake of readability and
self-containment of this research paper, we consider
relevant basic notions of Cloud computing. According
to NIST [6] Cloud computing is defined as “a model
for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management
effort or service provider interaction”. It provides a
high-level overview of the Cloud and identifies the
main actors and their role in Cloud computing. Each
actor is an entity, i.e., a person or an organization, that
either takes part in a transaction/process or performs
some tasks in Cloud computing. In terms of
interactions, there are several possible scenarios [7].
Generally, a Cloud consumer may request a Cloud
service from a Cloud provider, either directly or via a
Cloud broker. A Cloud auditor conducts independent
audits and may contact other actors to collect the
necessary information.

The recent paradigm shift in the IT sector leading to
cloud computing however innovative had brought
along numerous data security concerns. These threats
mainly originate from its own main characteristics
issues such as multi-tenancy, loss of control over data
and trust [ 12]. However, with the continuous growth of
cloud computing and related services, security and
privacy has become a critical issue [10]. One major
such security laps is that referred to as the Man in the
Middle (MITM) attack where external data are
injected to either hijack a data in transit or to
manipulate the files and object by posing as a floating

cloud base. [8]. Moreover, the paradigm of
multimedia distribution has been shifted from the
models in traditional ways to the one in cloud
computing. Security and privacy are two most
important issues in multimedia distribution [9]. cloud
security is multipath. Through transient applications
and services, lively up around multiple data centers,
with dozens or hundreds of free micro services, each
with their own access mechanisms, with the
widespread acceptance of virtualization and the recent
extensive rage over containerization, care on top of
cloud specific security vulnerabilities are a huge effort
in itself [11]. Distributed protocols for cloud storage
correctness assurance will be of most importance in
achieving a robust and secure cloud data storage
system in the real world [13].

3. Drone Security Issues:

Smart devices collect information about us, our homes
and our lifestyles. To mitigate the threat, organizations
need to consider training physical security staff to spot
drones, installing jamming signals and treating their
airspace as an extension of the corporate attack
surface. Constant change of their passwords is
necessary, as one of the primary security breaches is
password theft. Updating and upgrading software,
firewalls, applications within the organization running
their businesses using drones and data. For small
office/home office wireless networks, operators may
consider mitigations commonly used to address war-
driving attacks, such as turning off the wireless
network when not in use, updating administrator
passwords on routers regularly, and using security
measures such as wireless traffic encryption and
firewalls.

Drones facilitate a range of possibilities, from delivery
and fulfillment to logistics, security, law enforcement
and action by first responders. However, among the
security concerns that need to be addressed include:
How can citizens ensure their information is secure
from possible cyber-attacks? With all our
technological advancements, have we exposed
ourselves to increased cyber-attacks? How do
we balance innovations with cybersecurity and
privacy risk exposures? How these devices can be
properly protected? How are they susceptible to
hacks? What can we do to combat the security risks



and challenges drones create? Will these measures
enable fool proof prevention of hacking drones? What
should be the role of government in drone regulation
when it comes to protecting the privacy and safety of
citizens? How can we improve the security of
connected devices and instill high confidence in their
security?

4. Primary Drone’s Cyber Threats

There are two primary cyber threats to
drones: hijacking and supply chains (fig 1).

Figure 1

Normal Scheme
for transmitting / recelving signals

Hacking Scheme
for transmitting / recelving signals

4.1 Hijacking

Commercial drones can be hijacked relatively easily.
In 2016 Samy Kankar develop a program called
Skyjack in order to reprogram the software on a drone
using standard radio frequencies to gain access and
take control of the drone [14]. Using this device, he
could scan for nearby drones with vulnerable MAC
addresses, it could hijack them and gather up a swarm
of drones controlled by a single hacker with an
inexpensive Raspberry Pi controller. In 2017,
Jonathan Andersson a security expert made a device
(called it Icarus) in which he could tune into the
drone's communication frequency. Even though the
communication  channel hopped every 11
milliseconds, Icarus waited on one channel, and in the
available 11 milliseconds hacked the drone's
encryption and hijacked the device [14].

4.2 Supply chain

Because most commercial drones are largely
manufactured abroad, the supply chain is another
threat that could affect its assembled components
manufactured abroad. With contemporary geo-
political tensions, there is always a concern that such
devices might contain a hidden backdoor for overseas
governments. Another concern is that today's
commercial drones almost come with a video
camera. Hackers could obtain recorded data by
hijacking the device and stealing the data. But many
drones automatically upload recorded data in real-
time for storage in the cloud. This raises concerns for
even innocently obtained images, if a drone pilot
accidentally records something sensitive, that data is
immediately online and vulnerable to theft if the
storage service is improperly secured. The U.S.
government is so concerned over the storage of drone
data that earlier this year and the US Department of
Homeland Security issued an alert that Chinese-made
drones may be a “potential risk to an organization’s
information,” and could be sending flight data back to
their manufacturers [5].

5. Existing Proposed Approach and
their Vulnerability

The Internet of Things (IoT) and the Smart City
generate and collect unprecedented datasets on
people [15]. As a wireless [oT devices, drones are
susceptible to all the cyber threats that face the
Internet of Things and can be hijacked for unintended
purposes [4]. Cyber-criminals may also look to take
advantage by performing man-in-the-middle attacks
against employees, carry out network reconnaissance
and IoT devices such as smart light bulbs, or even
wireless mice. Hacked drones are breaching physical
and cyberdefenses to cause disruption and steal data.
Those bad purposes include threats to our privacy, to
cybersecurity, and even to our physical safety.

Other proposal recommends applying methods that
include radar, infrared (IR) sensors, and acoustic
Sensors:

- One way is by spoofing or simulating the
GPS signal the drone uses to navigate using



a GPS jammer to cause vulnerable drones to
land, fly off course, return home, or crash by
preventing the drone from receiving GPS
signals (Fig 2 below).
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e Downlink threats are another category (Figure 3)
that includes intercepting video, images, or data
broadcast from the drone to the base station.
Video footage taken by drones (especially
consumer models) is often transmitted via an
unencrypted radio format that could theoretically
be intercepted, stored, and transferred by anyone
within range.

Figure 3

—— VULNERABILITIES

Spoofing and
Jamming a Drone

rashing into the ground.
have strated potential scenarios play,
shown here with the Schiebel Camcopter drone.

jammed, but no satisfactory solution
exists if both GPS and a control
signal are obstructed.

6. Conclusion:

In conclusion we can say that even though the
utilization of IoT devices is growing at a fast rate as
well as drones use, we are still in the early days of
drone development. Over the next few years coming
their capabilities will expand even more. As a society
and law enforcement we need to be aware of the
threats this could deliver. Devices developed for good
reasons can be misappropriated for bad purposes. We
are planning to extend our research to take our
proposal to the next step where we limit our scope, set
our requirements, test our approach and discuss the
results.
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Quantum Cryptography in the Future of Cybersecurity

Ping Wang, Robert Morris University
Hubert D’Cruze, University of Maryland

ABSTRACT

Cryptography has been an essential safeguard component in protecting and securing data and
networks, including Internet of Things (IoT) devices and networks. Quantum computing brings
substantial benefits and challenges to the developments of system architectures and
cryptosystems. This proposed research explores the security benefits and challenges of quantum
computing and quantum cryptography. This research explores the role of quantum computing
and quantum cryptography in the field of cybersecurity with a particular focus on IoT security
and privacy. The goal of the proposed study is to evaluate quantum and post-quantum
cryptographic solutions and propose a post-quantum security model for future IoT devices and
networks.

KEYWORDS: Encryption, cryptography, quantum computing, quantum cryptography, post-
quantum cryptography, post-quantum security, quantum key distribution (QKD), cybersecurity,
Internet of Things (IoT)

RESEARCH DESCRIPTION

Cryptography is the art of encoding and encrypting information to hide it or keep it secret from
unauthorized recipients. Information concealment has been present in many cultures and can be
dated back to ancient times. Cryptography has been an essential control in protecting data
confidentiality and integrity, and encryption solutions and algorithms have undergone
generations of evolution and improvement to address vulnerabilities exposed by cryptanalysis.
There has been productive research on quantum-resistant public-key cryptography or
postquantum cryptography (PQC) with promising application opportunities (Chen, 2017).
Quantum cryptography, which is based on quantum computing derived from the laws of
quantum physics, presents a robust security alternative to data encryption as Quantum Key
Distribution (QKD) is capable of detecting intrusions and eavesdropping attempts and aborting
and restarting data transmission for secure and unbreakable data communication (Buenano et al.,
2019; Takeoka, Fujiwara, & Sasaki, 2019). The world’s largest Quantum Key Distribution
(QKD) network so far with 32 trusted nodes has been operational in China since 2017 (Takeoka,
Fujiwara, & Sasaki, 2019).

With fast growth and adoption of the Internet of Things (IoT) in services, infrastructure and
consumer industries, IoT devices and networks and the IoT-dependent society are facing
increased security challenges and vulnerabilities including communication attacks that demand
comprehensive technical controls and security policies (Rizvi et al., 2018). With mobility and
complexity in IoT deployment, existing security and encryption technologies for traditional
networks may not be suitable for all scenarios and need to be carefully reviewed (Wei, Liao, Li,



& Gong, 2017). Effective encryption technology and techniques with fine-grained access
controls may be used to implement and reinforce IoT security policies (Oualha, 2018). Recent
research has also found that quantum cryptography can be integrated with modern security
technologies on data storage network based on QKD and secret sharing and allowing secure
authentication, transmission, storage and backup for disaster recoveries (Takeoka, Fujiwara, &
Sasaki, 2019). This is very valuable development in quantum cryptography that will potentially
benefit the security and privacy of loT networks and devices. Therefore, the proposed research is
of significant value to the IoT security research community and the benefit of the society in
general. The goal of this proposed research is to propose a security model for IoT networks with
integration of quantum cryptography.

RESEARCH PLAN

The proposed research is to develop and propose a theoretical model for securing future IoT
networks with integration of postquantum cryptography. To begin with, the research study needs
to review and evaluate the existing research on the topic of quantum cryptography and
cybersecurity in order to identify the strengths and limitations of quantum cryptography. The
research literature review will cover the three categories identified by Wallden and Kashefi
(2019): the post-quantum category, the quantumly enhanced category, and the quantumly
enabled category. The post-quantum category deals with required changes such as hard problems
used, security definitions and proof techniques; the quantumly enhanced category focuses on
various enhancements in protocols including information theoretic security, increased efficiency,
and functionalities such as quantum key distribution; the quantumly enabled category focuses on
different communication infrastructures available such as protocols for quantum encryption and
quantum authentication (Wallden & Kashefi, 2019).

The proposed model from this study will address the various security threats and risks at
different levels of IoT security domains and sub-domains identified by Rizvi et al. (2018). The
proposed model will incorporate the strengths of quantum cryptography as a key part of the
solutions, which include its unconditional security, unique sniffing detection, and the security of
QKD (Zhou et al., 2018). In addition, research has found that IoT devices and networks are
vulnerable to the threats of quantum-computer-assisted cryptanalysis (Suolmalainen, Kotelba,
Kreku, & Lehtonen, 2018). The proposed model from this study will address quantum immunity
for IoT, illustrate the relationships among various components and explain how the quantum
cryptography constructs help to resolve the IoT security challenges.
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ABSTRACT

Organizations depend on Information Technology for efficiency and productivity increase.
Besides, technology has changed the way most organizations conduct their businesses.
However, cybercrimes have called for security consciousness to protect organizational
data. The trend of cybercrime has become an ongoing event, cyber breaches are on the
news every day, and organizations have lost millions of Dollars and often failed to quantify
the cost of data breaches. The problem researched is that many organizations lacked the
skills to quantify the cost of a data breach after cybersecurity attacks. The dispiriting factor
appears to be that, quantifying the cost of a data breach after cyber-attack appears to be
difficult. This event does not only affect corporates, but millions of customer records,
payment card data, and loss of trade secrets are also affected. The cyber threats are
exacerbating in sophistication and reprehensible way. The purpose of this research is to see
if there could be a harmonious method of quantifying the cost of a data breach. The
significance of this research is that the study could possibly help to discover new ways an
organization can use to quantify the cost of a data breach. As we know that many
organizations appear not to have an approach to calculate or quantify the cost of a data
breach after a cyber-security attack. Even if they do, it appears to be guesswork. Besides,
this research study could go a long way to help in determining the cost of a data breach.
Having an in-depth understanding of the cost will help an organization to classify their
asset based on the asset value, as well as protecting the critical asset. The theoretical
framework for this research is grounded on the cost-based approach. The research method
that will be used will be a mixed method. The data collection technique will be based on
primary and secondary data collection. The primary data collection will be elicited by
using a questionnaire, and the secondary data collection will be done through the internet
sources or through a facilitator in organizations that accept to share their information based
on the status quo.

INTRODUCTION

Organizations depend on Information Technology for efficiency and productivity
increase. Besides, technology has changed the way most organizations conduct their
businesses. However, cybercrimes have called for security consciousness to protect
organizational data. The trend of cybercrime has become an ongoing event, cyber
breaches are on the news every day, and organizations have lost millions of Dollars and
often failed to quantify the cost of data breaches. Varilis, Petkovic & Zannone (2012),
asserted that “In the recent years the number of data breaches reported by public and
private organizations have increased sharply. For instance, a study from Ponemon Institute
in 2012 showed that 94% of US hospitals for example suffered serious data breaches.”
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(para2). According to the data, “The primary cause is that IT systems often implement
inadequate measures that allow users to have access to sensitive data, which they are not
authorized to access.” (para 2).

This event does not only affect corporates, but millions of customer’s records,
payment card data, and loss of trade secrets are also affected. The cyber threats are
exacerbating in sophistication and reprehensible way. The need to provide training on
cyber security management is not only to focus on thwarting hackers that intend to disrupt
your business or deface your website; but investigate into quantifying the status-quo.
Conceivably, we must be prepared to address the threats from professional cyber-
espionage or foreign government intrusion into an organizational IT infrastructure. In this
regard, we must use a bottom-top approach to develop a method that could help to quantify
the cost of a data breach.

Problem Statement

Organizations face serious challenges as businesses are conducted via the web. Many
kinds of attacks occur and defending these attacks are becoming more challenging in our
organizations today. The dispiriting factor appears to be that, quantifying the cost of a data
breach after cyber-attack appears to be difficult. Some of the research article that tend to
quantify the cost of a data breach appears to be guessing. According to Acohido (2017).
“For some time, “Ponemon” a consulting firm has used a cost-per-record measure to help
companies and insurers get an idea of how much a breach could cost them. Its estimates
are widely used.” However, there seem to be a dispute amongst organizations for applying
this model.

After an attack, organizations tend to perform the risk analysis such as: Valuations of the
critical assets in hard costs, A detailed listing of significant threats, Each threat's likelihood
and possible occurrence rate. In addition, Loss potential by a threat, and the dollar impact
that the threat will have on an asset. All of these were in an effort to determine the cause of
loss and the amount that was lost from an attack.

Theoretical Framework

This research will be grounded on the cost-based theoretical model. The reason of using
this approach is that data breach cost money, therefore, it will help to gain an accurate
understanding of the problem. Besides, this approach will help in determining the value of
the asset both tangible and intangibles, which could possibly be difficult to quantify using
other approaches. More also, the cost analysis will break down the cost summary into
constituents and determine the driving factors. Then, the researcher can explore the report
based on each factor for easy quantification. However, the cost-based approach will only
explore the economic impact Analysis of the cyber-security data breach.
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The above diagram Figl is a conceptual framework based on the cost model theory. The
framework is looking into Six different areas that is associated with the cost of a data
breach. These areas include both the tangible and intangible cost.

Methodology

The proposed research method will used Mix-method approach. This is because the
qualitative arm of the method will help to elicit the data collection process while the
quantitative arm will be used for data-validation. Besides, using mixed method will ensure
cross-validate of data and which will increase the precision of the result.

Data collection Technique

The data will be collected using Questionnaire on the qualitative arm of the research. Then,
on the quantitative arm, I will use the secondary data collection technique such as the
internet sources and asking organizations for help.

Literature Review

According to HIPAA (2019), “Over the past five years, the average cost of a data
breach has increased by 12%. Further, the global average cost of a data breach has
increased to $3.92 million. The average breach size is 25,575 records and the cost per
breached record is now $150; up from $148 from 2018.” (para 2). The article asserted that
the healthcare industry data breach impact was felt globally. This means that the healthcare
industry has the highest breach costs with an average mitigation cost of $6.45 million.
(para3).
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The literature also reviewed that Healthcare data breaches typically cost 65% more than
data breaches experienced in other industry sectors. This article asserted that Data breach
costs are the highest in the United States, where the average cost of a data breach is $8.19
million — or $242 per record. The average cost of a healthcare data breach in the United
States is $15 million. (HIPAA, 2019).

Critical Analysis

According to Acohido, (2015), the cost of a data breach rose from $3.5 million in 2014
to $3.8 million in 2015 with an average cost per loss recorded as from $145 to $154 per
record. However, IBM sponsored research showed that cost of a data breach jumped from
$105 to $165 in 2019. The report also, showed that the cost was high in the health care
industry at $363 per compromised record than in the retail sector.

However, Verizon organization perceived that quantifying the cost of a data breach by
pure cost per record should be avoided. In fact, I concur with Verizon’s objections because
pure cost may not have accounted for the intangibles. Such as, notification for the breach,
legal investigations, administrative cost, customer satisfaction, opportunity loss,
organization’s reputation, information hotlines and credit monitoring and so on. These
were the thing that should be quantified for the ongoing research.
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ABSTRACT

A product or a process with high quality is one of the most important core values for business
companies. The integration of automated and monitoring technologies is an effective way to
achieve the core value. Process faults (PFs), such as shift or trend faults, would commonly have
been occurred in manufacturing processes, and those faults upset the process and result in poor
quality for the processes and products. If those PFs can be identified and removed in a real-time
manner, the process improvement could be greatly attained. In recent years, because advanced
technology has changed the way of traditional process control, the integrated use of multivariate
statistical process control (MSPC) and multivariate engineering process control (MEPC) has
been applied to multivariate processes. In addition, the benefits of MSPC-MEPC has been
reported. Because the multivariate process contains two or more quality characteristics, it is
difficult to identify which one or which set of quality characteristics are at faults when an out-
of-control signal is triggered by MSPC. Although the issue of identification of PFs has been
broadly investigated, there has been little research focused on the identification of the PFs for an
MSPC-MEPC process. In this study, because the artificial neural network (ANN) classifier
performs well in the classification tasks, we propose an ANN approach to identify the source of
the PFs for an MSPC-MEPC process. Furthermore, a series of computer experiments are
performed to evaluate the effectiveness of the proposed ANN approach.

Key words: artificial neural networks; process faults; multivariate statistical process control;
multivariate engineering process control

1. INTRODUCTION

The multivariate statistical process control (MSPC) charts have been widely reported that their effectiveness
for monitoring a multivariate process. However, because a multivariate process possesses two or more quality
variables, it is complicated to identify which one or which set of quality variables are at faults. Accordingly,
even when an out-of-control signal is triggered by MSPC chart, it is difficult to identify which quality variables
are responsible for the signal. Therefore, the identification of the source of process faults (PFs) has become an
important research issue for business companies.

Due to its importance, the identification of PFs has been greatly investigated in recent years [1-8]. In
addition to certain decomposition approaches which have been proposed [1-3], some soft computing
techniques have been designed to identify PFs for an out-of-control process. In [4], they made a comparison
for the identification performance among artificial neural network (ANN), support vector machine (SVM), and
the decomposition methods when the PFs existed in a multivariate process. In [5], they made a comparison
between artificial neural network (ANN) classifier with the methods proposed by [1]. For the identification of
PFs for a multivariate process, they all concluded that the performance of soft computing methods are better
than the decomposition methods. Additionally, although many studies have shown the effective integration of
SPC-EPC mechanism to improve the manufacturing processes, there has been very little research addressed on
the effectiveness of identification of PFs for the MSPC-MEPC system. Consequently, while most of the
research has been devoted to identifying the sources of the PFs for multivariate statistical process control
(MSPC) applications, the present study is unique in determining the faults for the combination of MSPC and
multivariate engineering process control (MEPC) applications.

The purpose of the present study is to present a useful classifier to identify the PFs for an MSPC-MEPC
system. Because of its excellent performance on the classification tasks [9—11], the present study applies the
artificial neural network (ANN) technique to serve as the classifier in order to identify the PFs for an MSPC-
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MEPC system. The performance of the proposed ANN classifier is evaluated through a series of computer
simulations. The rest of this study is organized as follows. Section 2 presents the models of an MSPC-MEPC
system. The PFs models are also addressed. The simulation results of the ANN classifier are discussed in
Section 3. The final section concludes the present study.

2. THE MSPC-MEPC SYSTEM

Based on their suggestions [12—13], the present study uses the following model (with m inputs and p outputs)
to represent an MSPC-MEPC system.
yi = a+Bxiqt+a;, (1)

where y;(p X 1) is the multivariate process outputs at time i, a(p X 1) is the offset parameters, S (p X m) is
known as the gain parameters, x;(m X 1) is the controllable variables, and a;(p X 1) is assumed to be the
white noise (i.e., normally distributed with mean of zero).

For Equation (1), there is initially no PFs in the system. However, once the PFs have occurred in the system,
the system in Equation (1) would become:
yi = a+pxi +U; ()
where U; is the PFs at time i. The present study uses the following PFs models for an MSPC-MEPC system,
and they include [21-22].
Shift: U = R; + a;, 3)
Stratification: U™ = bq; 4)

where U7 represents the value of shift (SHI) disturbance at time 7, R; stands for the level of shift disturbance,
which is assumed to follow a uniform distribution within the range of (1, 2), U4 represents the value of
stratification (STA) disturbance at time i, and b represents random noise, which is assumed to follow a uniform
distribution within the range of (0.2, 0.4). In addition, Figures 1 and 2 show the patterns for the shift and
stratification PFs for a process.
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Figure 1. The pattern of the shift PF
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Figure 2. The pattern of the stratification PF
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3. RESULTS

The present study uses the ANN classifiers to identify the PFs of an MSPC-MEPC system. The ANN are one
of the most common techniques for the classification tasks. For further details and modeling of ANN, please
refer to the following research [9-11].

The present study used two designs for ANN classifier. The first design uses the process outputs y to be the
input variable. The second design for ANN considers both MEPC adjustments and y as the ANN’s inputs. The
present study uses 2800 and 1200 data vectors for the training and testing phases, respectively. The present
study uses the correct identification rate (CIR) as a performance measure for the ANN classifier. The CIR is
defined as:

CIR = "¢/, 5)

where T is the total number of observations used for the identification process and n. is the number of
observations in 7 where the actual PFs are correctly identified.

After performing ANN classification, Table 1 shows the identification results for two PFs in an MSPC-
MEPC system. Furthermore, by observing Table 1, we can notice that CIR percentage improvement of the
second design over the first scheme are 6.52% and 105.38% for STR and SHI PFs, respectively.

Table 1. ANN Classification Results of two PFs

PFs CIR (first design) CIR (second design)
STR 53.35% 56.83%

SHI 41.67% 85.58%

4. CONCLUSIONS

The present paper is concerned with the identification of PFs for an MSPC-MEPC systems. We utilize the ANN
classifier with two different designs to identify two PFs in a multivariate process. Additionally, the performance
of the ANN classifier is conducted through the computer simulations. The second design of the ANN has
satisfactory results in identifying PFs for a process.

In this study, we only consider two types of PFs to be identified. Accordingly, an attempt to include more
PFs should be a good contribution of future study. Also, some other soft computing techniques, such as support
vector machine, extreme learning machine, and/or random forests, are worthy of accomplishment to enhance
the CIR for the future research direction.
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